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Cybersecurity Improvement Act of 2017 is stalled in the Senate, but the measure makes
several key changes that could provide greater protections for individuals and businesses
dealing with the complexities of data privacy and cybersecurity. The bill, introduced by
Rep. Michael McCaul (R-Texas), could hinder spying, instead of protecting data The

proposed legislation would update the Computer Fraud and Abuse Act to include penalties
that would apply in cases of unauthorized access of personal information. The bill,

introduced by Rep. Michael McCaul (R-Texas), would add an enforcement layer to the
CFAA, which has been used by the Department of Justice to prosecute hackers and vandals

across the country. Those added charges would include provisions of the bill that target
intrusions into a data network by unauthorized or malicious individuals. Such conduct

would include computer sabotage, while infiltrating a company’s information systems for
the purpose of committing a crime would also be prohibited. According to the bill, the

penalties would apply to any system that is used to collect, store or process private
information. As the draft text of the bill reads, federal law already criminalizes damage or
theft of property, but that language was left out of the final version of the bill. McCaul has
said that his legislation is a response to the 2016 report from the Cyber Threat Alliance, a
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group of about 75 companies that produce many of the devices that use data, including
servers, routers, printers and cellphones
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